






MiRKET 

■ Al-Powered Threat Detection and Response

A significant share of modern attacks no longer starts with an exploit - it starts with a valid credential. An attacker signing in with a correct 

username and password is indistinguishable from a legitimate user to classic security layers. Mirket ITDR identifies the attacker not at the 

moment of access, but through the behavior they exhibit - and responds automatically. 

Identity-based attacks unfold in three phases - every detection is tagged to the phase it belongs to 

l. Credential Harvesting 

Three distinct detection methodologies 

Source Indicator canne-ctlon cource 

Every connection source is correlated in real time 
against threat Intelligence: Tor exits, VPN/ proxy 
services, cloud�provider ori9lns

1 known 
malicious and suspicious IPs. 

Deception 

Decoy credentials planted on user devices act as 
tripwires. The moment one is used on any Mirket­
lntegrated channel - RADIUS/VPN, SSO, Self­
Service Portal- an alert fires at maximum sc-ore 
(Threat 99 / Certainty 99). False positives are 

practically zero. 

0 Provldes. luH 24f7 p1otect1on 

Behavioral Analysis 

Instead of static SIEM-style rules, a machine­
learning model learns the organization's own 
baseline. Deviations map to the relevant 
detection: IP Diversity, Abnormal Failure Patterns, 
Geolocation Shift, device-fingerprint anomalies. 

Detection coverage the rull ldent1tyatta�k chain Dual-axis risk scoring & automated response 

Mirket ffOA ships with a continuously expanding catalog of 
detections covering every phase of the identity attack chain -from the first 
appearance of harvested credentials, through automated credential-stufflng 
traffic, to post-compromise account-takeover behavior. 

Detections are organized into families according to how they 
identify the threat: 

Account Ta�r fATO) 

ldent1ty-Fl1,:t Securlty 

MFAFatlgu� zeroTtUSl 

Fallure Pattern ol�cove-ry 

Pl"Nil�e Escalation 

Machine- teaming 

lmpou.lbl-e Tr.ave-I OoleCll()n Un,e-cu,ed Moblte- oevlce 

Attack Timeline- RE!OOflstructk>n MITRE ATT&CK Third•P.trty lr\tegration 

Account Dis<lovery NIST ldentit)' Guktelines Mobile Provisioninij Protection 

As orrock cechniQUes ft"Kllve. new detections ore delivered outomaticol/y wirh rhe platform -
no rule--wrilfrtg, tuning or maintenance is required on the customer side. 

Sightline 

Every detection produces two independent scores (0-99): Threat -
potential impact - and Certainty- confidence. High-threat / low-certainty 
events surface for analyst review; events high on both ax.es flow into 
automated response. 
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Cet'Ulr1tr a,� and ThrNt 
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When both scores cro ... s ·t-e rr1t1ci1! band c-9 Certainty� 7S and Threiil t 87 th 
r�.p,onse 1$ e-n�orc-e<l w ,, ou\ wairlng for h ..,.,,an lntP1vt-r r Cl t'"lr> .vcouf"I ::. locked arm 

rnn cir.- on t""' cQmpromt500 irt .ntily 

Thresholds ore defined per action and per oxls - Chey never need to motch- ond con be 
differentiated by group or role from the ad min pone/, 

Sight.line combines authentication activity with threat-detection insight in a single. continuously visible view of the organization's identity security posture. 

Authentication summary 

Attempts, MFA succe-ss/fallure, bypass, 
MFA% 

Detection timeline 

Real-Lime trend, spill by attack phase 

MITRE ATT&CK framework 

Detection summary 

Total /active/ fixed detections 

Attack-flow graph 

Phase .. detection ... source IP/ 
targeted USl':!r 

Ecosystem integration 

Risky�user distribution 

Critlcal ... High .. Medium• Lo-w 

Geographic threat map 

Detection volume by country 

Every detection is mapped to ATI"&CK tactics and 
techniques, with in-panel documentation 
explaining each detection type and the scenarios 
it covers. 

Syslog /SIEM / SOAR export with time-stamped, 
auditable logging. Aligned with GDPR, ISO 27001 
and SOC 2 reporting requirements. 

Comprehensive Protection Against Account r akeover Threats 

Mean Time to Resolve 

Median & resolved-evenl tracking 

Deception hits & latest detections 

Per-event Thrl:!at / Certainty, channel, 
t�tseen 

Deployment 

Delivered on the Mirket Saas/ Hybrid platform. 
Outbound-only TLS connectors- no inbound 
ports, no port forwarding. no exposed services. 
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8 On-Premise Platform Licences 
Mirket licenses provide integrated identity and access security components. 

Feature 8 On-Premise Platform 

ffl Mlrket Advanced Multi-Factor Authentication /MFA/ 

API Integration for Custom Applications 

LDAP Proxy for Legacy Systems 

Exchange (OWA. ECP, ActiveSync) 

VPN and Network Infrastructure (RADIUS) 

Windows/Linux Logon, RDP & SSH 

Saas Applications (SAML, OAuth, Open ID Connect) 

MFA for Privilege Escalation 

ADFS MFA Adapter 

Detailed Logging & SIEM Integration 

Unlimited Resource Integration 

II Mlrket Secure Self-Service Portal (SSP) 

Self-Service Password Reset & Account Unlock 

MFA Oevi<;e Management & Provisioning 

Restricted Words & Password Complexity Policy 

Periodic Password Change Policy 

MFA-Protected Self-Service Operations 

a Mirket Single Sign-on /SSOJ 

Advanced MFA Integration 

Single Sign-On (ldP & SP Initiated) 

Identity Federation Standards (SAML, OAuth, Open ID Connect) 

Role-Based Access Control (RBAC) 

Directory Service Integration (AD, LDAP, Azure AD) 

Detailed Logging & SIEM Integration 

II Mirket Privileged Access Management {PAM) 

Password Vault & Password Policies 

Policy-Based Password Rotation 

Polley-Based Access Control & RBAC 

Asset/Scope Structure, Asset Croups & Asset Discovery 

Account Discovery 

Identity Source Integration 

Privilege Escalation Approval {MFA / Admin Approval) 

Emergency Access (Glass Break) 

Agentless Proxy Architecture & Isolated Secure Browser 

Native RDP & SSH Access 

Video Session Recording, Smart Playback & Deduplication 

Real-Time Session Monitoring, Intervention & Session History 

Bidirectional Clipboard & File Transfer Control 

Detailed Logging, SIEM/Syslog & Compliance Reporting (incl. Scheduled Reports) 

Comprehensive Protection Against Account r akeover Threats 
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0 Hybrid Platform Licences 
Mirket licenses provide integrated identity and access security components. 

Feature 

ffl Mlrket Advanced Multi-Factor Authentication (MFA) 

API Integration tor Custom Applications 

LDAP Proxy for Legacy Systems 

Exchange (OWA. ECP, ActiveSync) 

VPN and Network Infrastructure (RADIUS) 

Windows/Linux Logon, RDP & SSH 

Saas Applications (SAML, OAuth, Open ID Connect) 

MFA for Privilege Escalation 

ADFS MFA Adapter 

Detailed Logging & SI EM lnte<;Jration 

Unlimited Resource Integration 

m Mlrket Secure Self-Service Portal (S.SP) 

Self•Service Password Reset & Account Unlock 

MFA Oevi<;e Management & Provisioning 

Restricted Words & Password Complexity Policy 

Periodic Password Change Policy 

MFA�Protected Self�Service Operations 

II Mirket Single Sign-on /550) 

Advanced MFA Integration 

Single Sign-On (ldP & SP Initiated) 

Identity Federation Standards {SAML, OAuth, OpenlD Connect) 

Role-Based Access Control (RBAC) 

Directory Service Integration (AD, LDAP, Azure AD) 

Detailed Logging & SIEM Integration 

II Mirket Identity Threat Detection and Response /JTORJ 

Al & Machine Learning-Based Anomaly Detection 

Behavioral Analytics & Dynamic Risk Scoring 

Deception Methodology & Real-Time Alerts 

Threat Intelligence (Dark Web, loC, TOR/VPN) 

SIEM / SOAR lnte<;Jration 

MITRE ATT&CK Threat Mapping 

1:1 Mirket Server Requirements

Servers must meet at least the following specifications. 

8 On-Premise Platform Server Requirements 

1. Operating System Requirements 

Ubuntu Server 22.04 LTS (64-bit) 

• Minimum: a clean installation 

• The system must be full y up to date 

2. Minimum Hardware Requirements 

Resource Requirement 

CPU 

RAM 

Disk (if PAM module will be used) 

Disk {if PAM module will not be usedl 

16vCPU 

16GB 

l TB (SSD recommended) 

500 GB (SSD recommended) 

0 Hybrid Platform 
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O Hybrid Platform Server Requirements 

1. Mirket Gateways Installation Requirements 

The server must be running one of the following Windows

operating systems: 

Runs on all systems with Windows Server 2012 R2 or later. (8 GB

RAM, 4 CPU, 100 GB disk) 

Runs on all systems with Windows 10 or later. (8 GB RAM, 4 CPU, 

100 GB disk) 
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